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Version compatibility
This documentation page is compatible with eZ Publish 5.3 /2014.01

Prior to these versions, authentication was made through legacy stack only, using the venerable user /| ogi n module, with the help of
a PreAut henti cat edProvi der.

Authentication using Symfony Security component

Native and universal f or m_| ogi n is used, in conjunction to an extended DaoAut hent i cat i onProvi der (DAO stands for Data Access Object
), the Reposi t or yAut hent i cat i onProvi der . Native behavior of DaoAut hent i cati onProvi der has been preserved, making it possible to
still use it for pure Symfony applications.

Security controller

A SecurityControll er is used to manage all security related actions and is thus used to display login form. It is pretty straight forward and
follows all standards explained in Symfony security documentation.

Base template used is EzPubl i shCor eBundl e: Security: | ogi n. ht M . tw g and stands as follows:


http://symfony.com/doc/2.3/book/security.html#using-a-traditional-login-form
http://symfony.com/doc/2.3/book/security.html#using-a-traditional-login-form

{% extends | ayout %

{% bl ock content %
{% bl ock | ogi n_content %
{%if error %
<di v>{{ error.nessage|trans }}</div>
{%endi f %

<formaction="{{ path( 'login_check' ) }}" nethod="post">
{% bl ock login_fields %
<l abel for="username">{{ 'Username:'|trans }}</I|abel >
<i nput type="text" id="username" nane="_usernane" val ue="{{ | ast_usernane

e

<l abel for="password">{{ 'Password:'|trans }}</I|abel >
<i nput type="password" id="password" nane="_password" />

<i nput type="hidden" nane="_csrf_token" value="{{ csrf_token }}" />

{#

If you want to control the URL the user

is redirected to on success (nore details bel ow)

<i nput type="hidden" nanme="_target_path" val ue="/account" />
#}

<button type="submt">{{ 'Login'|trans }}</button>
{% endbl ock %
</forme
{% endbl ock %
{% endbl ock %

The layout used by default is %ezpubl i sh. cont ent _vi ew. vi ewbase_| ayout %(empty layout) but can be configured easily as well as the
login template:

ezpublish.yml

ezpubl i sh:
system
my_si teaccess:

user:
| ayout: "AcneTestBundl e::layout.htnm .tw g"
login_tenplate: "AcneTestBundl e: User:login.htm .tw g"

Redirection after login

By default, Symfony redirects to the URI configured in security. ym asdefaul t_target_pat h. If not set, it will defaultto / .

This setting can be set by SiteAccess, via def aul t _page setting.

Configuration

To use Symfony authentication with eZ Publish, the configuration goes as follows:


http://symfony.com/doc/2.3/reference/configuration/security.html
https://doc.ez.no/display/EZP/EzPublishCoreBundle+Configuration#EzPublishCoreBundleConfiguration-EzPublishCoreBundleConfiguration-Defaultpage

ezpublish/config/security.yml

security:
firewalls:

ezpublish_front:
pattern: ~/
anonynous: -~
form.| ogin:

require_previ ous_session: false

| ogout: ~

ezpublish/config/routing.yml

| ogi n:

pat h: /1 ogin

defaults: { _controller: ezpublish.security.controller:|oginAction }
| ogi n_check:

pat h: /1 ogi n_check
| ogout :

pat h: /1 ogout

Note
You can fully customize the routes and/or the controller used for login. However, ensure to match | ogi n_pat h, check_pat h and

logout.path from security.ym .

See security configuration reference and standard login form documentation.

Access control

See the documentation on access control

Remember me

It is possible to use the r emenber _ne functionality. For this you can refer to the Symfony cookbook on this topic.

If you want to use this feature, you must at least extend the login template in order to add the required checkbox:

{# your_login_tenplate.htm .tw g #}
{% ext ends "EzPublishCoreBundl e: Security:login.htm.tw g" %

{% bl ock login_fields %
{{ parent() }}

<i nput type="checkbox" id="remenber_me" nane="_renenber_ne" checked />
<l abel for="renenber_nme">Keep ne | ogged in</I|abel >
{% endbl ock %

Login handlers / SSO

Symfony provides native support for multiple user providers. This makes it easy to integrate any kind of login handlers, including SSO and existing
3rd party bundles (e.g. FR3DLdapBundle, HWIOauthBundle, FOSUserBundle, BeSimpleSsoAuthBundle...).


http://doc.ez.no/eZ-Publish/Technical-manual/5.x/Concepts-and-basics/Access-control
http://symfony.com/doc/2.3/cookbook/security/remember_me.html
http://symfony.com/doc/2.3/book/security.html#using-multiple-user-providers
https://github.com/Maks3w/FR3DLdapBundle
https://github.com/hwi/HWIOAuthBundle
https://github.com/FriendsOfSymfony/FOSUserBundle
http://github.com/BeSimple/BeSimpleSsoAuthBundle
http://symfony.com/doc/2.3/reference/configuration/security.html
http://symfony.com/doc/2.3/book/security.html#using-a-traditional-login-form

Further explanation can be found in the multiple user providers cookbook entry.

Integration with Legacy

® When not in legacy mode, legacy user /| ogi n and user/ | ogout views are deactivated.
® Authenticated user is injected in legacy kernel.

Authentication with Legacy SSO Handlers

To be able to use your legacy SSO (Single Sign-on) handlers, use the following config in your ezpubl i sh/ confi g/ security.yni:

Use your legacy SSO handlers

security:
firewal | s:
ezpublish_front:
pattern: ~/
anonynous: -~
# Adding the following entry will activate the use of old SSO handl ers.
ezpublish_|l egacy_sso: ~

If you need to create your legacy SSO Handler, please read this entry

Upgrade notes

Follow the notes below if you upgrade from 5.2 to 5.3/ 2013.11 to 2014.01

® Inezpublish/config/security.ym ,youmustremove ezpublish: truefromezpublish_front firewall.
® Inezpublish/config/routing.ym ,youmustadd!l ogin,| ogi n_check and | ogout routes (see above in [Configuration][])
® In your templates, change your links pointing to / user /| ogi n and / user/ | ogout to appropriate login/login_check/logout routes:

Before:
<a href="{{ path( 'ez_legacy', {'nodule_uri': '/user/login'} ) }}">Login</a>
<formaction="{{ path( 'ez_legacy', {'nodule_uri': '/user/login'} ) }}" method="post">
<a href="{{ path( 'ez_legacy', {'nodule_uri': '/user/logout'} ) }}">Logout</a>

After:

<a href="{{ path( 'login" ) }}">Login</a>
<form action="{{ path( 'login_check' ) }}" method="post">

<a href="{{ path( 'logout' ) }}">Logout</a>


https://doc.ez.no/display/EZP/How+to+authenticate+a+user+with+multiple+user+providers
http://share.ez.no/learn/ez-publish/using-a-sso-in-ez-publish
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