Virtual host setup

This section describes how to set up a virtual host for eZ Publish using the Apache web-server. A virtual host setup is only needed if eZ Publish
has been configured to use the host access method, which is the recommended, most secure method.

For an introduction and thorough description of the concept of virtual hosts, you can refer to the Apache documentation.

Do not forget to restart the web server after any change of the configuration files.

Generic virtual host setup

Virtual hosts are usually defined at the bottom of "ht t pd. conf ", which is the main configuration file for Apache, or in a separate configuration file
included from ht t pd. conf.

Adding a virtual host for eZ Publish can be done by copying the following lines and replacing the text encapsulated by the square brackets with
actual values. Please refer to the next section for a real life example of using virtual hosts.

NaneVi rt ual Host [ | P_ADDRESS]

<Virtual Host [| P_ADDRESS]: [ PORT] >
<Directory [PATH TO EZPUBLI SH] / web>
Opti ons Fol | owSynLi nks
Al'l owOverri de None
# dependi ng on your gl obal Apache settings, you may need to
uncomrent and adapt
#Al  ow from al |
</Directory>

<I f Modul e nmod_php5. c>

php_admin_flag safe node O f

php_adm n_val ue register_globals 0

php_val ue magi c_quotes_gpc 0O

php_val ue magi c_quotes_runtinme 0

php_val ue allow call _tinme_pass_reference 0
</ | f Modul e>

Di rectoryl ndex i ndex. php

<IfMbdul e nod_rewite.c>
Rewri t eEngi ne On

# Uncomment in FastCA@ node or when using PHP-FPM to get basic

aut h wor ki ng.
#RewriteRule .* - [E=HTTP_AUTHORI ZATI ON: 9% HTTP: Aut hori zati on}]

# vl Rest APl is on Legacy
RewiteRule ~api/[~]+/ vl [index_rest.php [L]

# |f using cluster, unconmment the followi ng two |ines:

#RewriteRul e ~ var/(["/]+/)?storagel/i mages(-versioned)?/.*
/i ndex_cluster. php [L]

#RewriteRul e N var/ (["/]+/)?cache/ (texttoi mage|public)/.*
/index_cluster.php [L]


http://httpd.apache.org/docs/2.2/vhosts/

- [

RewiteRule ~ var/(["]+/)?storage/i mages(-versioned)?/.* - [L]
RewiteRule "~ var/(["]+/)?cache/ (texttoi mage|public)/.* - [L]
RewiteRule ~/ design/[~/]+ (styl esheets|inages|javascript|fonts)/.*

RewiteRule ~/ share/icons/.* - [L]
RewiteRul e

N extension/ [~ ]+/ design/[~]+/ (styl esheets|flash|inages|lib|javascripts?)

[.* -

[L]

RewriteRul e

" packages/ styl es/. +/ (styl esheets|images|javascript)/[~]+/.* - [L]

| egacy

RewriteRul e ~/ packages/styles/.+/thunbnail/.* - [L]
RewriteRul e */ var/storage/ packages/.* - [L]

# Makes it possible to place your favicon at the root of your

# eZ Publish instance. It will then be served directly.

RewiteRul e ~/favicon\.ico - [L]

# Uncomment the line belowif you want you favicon be served

# fromthe standard design. You can customi ze the path to

# favicon.ico by changi ng /design/standard/inages/favicon\.ico
#RewriteRul e N/ favicon\.ico /design/standard/imges/favicon.ico [L]
RewriteRul e ~/ desi gn/standard/i nages/favicon\.ico - [L]

# G ve direct access to robots.txt for use by crawl ers (Googl e,

# Bi ng, Spanmers..)

RewiteRule A/ robots\.txt - [L]

# Platformfor Privacy Preferences Project ( P3P ) related files
# for Internet Explorer

# More info here : http://en.w ki pedi a. org/w ki / P3p

RewiteRule A/ w3c/p3p\.xm - [L]

# Unconment the followi ng |ines when using popup style debug in

#RewriteRul e "~ var/(["/]+/)?cache/debug\.htm .* - [L]

# Following rule is needed to correctly display assets fromeZ

Publ i sh5 / Synfony bundl es

RewiteRul e A/ bundles/ - [L]

# Additional Assetic rules for eZ Publish 5.1 / 2013.4 and hi gher.
# Don't forget to run php ezpublish/consol e assetic: dunp --env=prod
# Comment when in dev environnent

RewiteRule A/ css/.*\.css - [L]

RewiteRule A js/.*\.js - [L]

# In dev environnent, use index_dev. php
RewiteRule .* /[index.php

</ | f Modul e>

Docunent Root [ PATH _TO EZPUBLI SH] / web/
Ser ver Nane [ SERVER NAME]



Server Ali as [ SERVER ALI AS]

</ Vi r t ual Host >

Reference Description

[IP_ADDRESS] The IP address of the virtual host, for example "128. 39. 140. 28". Apache allows the usage of a wildcards here
().

[PORT] The port on which the web server listens for incoming requests. This is an optional setting, the default port is 80.

The combination of an IP address and a port is often referred to as a socket. Apache allows the usage of a
wildcards here ("*").

[PATH_TO_EZPUBLISH] Path to the directory that contains eZ Publish. This must be the full path, for example "/ var / ww/ ezpubl i sh- 3.

6. 0"
[SERVER_NAME] The host or the IP address that Apache should look for. If a match is found, the virtual host settings will be used.
[SERVER_ALIAS] Additional hosts/IP addresses that Apache should look for. If a match is found, the virtual host settings will be used.

Please note that the "mod_r ewr i t " module must be enabled in "ht t pd. conf " in order to use the Rewrite Rules.

NameVirtualHost

The "NaneVi r t ual Host " setting might already exist in the default configuration. Defining a new one will result in a conflict. If Apache reports
errors such as "NaneVi rt ual Host [| P_ADDRESS] has no Virtual Hosts"or"M xing * ports and non-* ports with a

NameVi rt ual Host address is not supported", try skipping the NaneVi rt ual Host line. For more info about the NaneVi r t ual Host dir
ective, see http://httpd.apache.org/docs/2.2/mod/core.html#namevirtualhost.

SOAP and WebDAV

If you would like to use the SOAP and/or the WebDAV features of eZ Publish, you'll have to add the following lines in the virtual host configuration
(replace appropriately the host names used):

RewriteCond % HTTP_HOST} “~webdav\..*
RewriteRule ~(.*) /webdav. php [L]

RewriteCond % HTTP_HOST} “soap\..*
RewiteRule ~(.*) /soap.php [L]

Server Al i as soap. exanpl e. com
Server Al i as webdav. exanpl e. com

Optional re-write rules to improve performance

Using the Apache module nod_expi r es is recommended to improve site performance, by preventing users from downloading too frequently
static assets. The following lines can added to the virtualhost configuration to take advantage of it:


http://httpd.apache.org/docs/2.2/mod/core.html#namevirtualhost

# Everything below is optional to inprove performance by forcing
# clients to cache imge and design files, change the expires tine
# to suite project needs.
<I f Modul e nod_expires. c>
<LocationMatch "~/var/[~/]+/ storage/imges/.*">
# eZ Publish appends the version nunber to inage URL (ezi nage
# datatype) so when an inmage is updated, its URL changes to
Expi resActive on
Expi resDefault "now plus 10 years"
</ Locat i onMat ch>

<Locat i onMat ch
"N extension/["]+/ design/["]+/ (styl esheets|inmages|javascripts?|flash)/.*
">
# A good optim zation if you don't change your design often
Expi resActive on
Expi resDefault "now plus 5 days"
</ Locat i onMat ch>

<LocationMatch "~/ extension/[~/]+/ design/[~ ]+ 1lib/.*">
# Libraries get a new url (version nunber) on updates
Expi resActive on
Expi resDefault "now plus 90 days"

</ Locat i onMat ch>

<Locati onMat ch
"N design/[~]+ (styl esheets|inages|javascripts?|lib|flash)/.*">
# Same as above for bundled ez Publish designs
Expi resActive on
Expi resDefault "now plus 7 days"
</ Locat i onMat ch>

<LocationMatch "~/share/icons/.*">
# lcons as used by adnmin interface, barly change
Expi resActive on
Expi resDefault "now plus 7 days"

</ Locat i onMat ch>

# When ezj score.ini/[Packer]/ AppendLast Modi fi edTi ne=enabl ed
# so that file names change when source files are nodified
#<Locati onMatch "~/var/["/]+/ cache/public/.*">
# Force ezjscore packer js/css files to be cached 30 days
# at client side
#Expi resActive on
#Expi resDefault "now plus 30 days"
#</ Locat i onMat ch>
</ | f Modul e>
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